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EXECUTIVE SUMMARY

» With NetMotion Mobility XE we set out to prove the benefits of having continuous
connectivity at the application layer, regardless of the data network connection.

» Running over Wired, WLAN and cellular data networks, we showed that the
NetMotion Wireless solution allows a computer or PDA/smartphone user to
maximise their work opportunity by making use of any available data network
connection.

» The working model is pure client-server, easy to deploy and simple to
understand.

» While complex beneath, on the surface - to the end user - the Mobility XE service
is completely transparent.

» However, NAC and Policy Management options enable users to be controlled to a
very finedegree.

» Using these tools, all traffic and data conditions can be optimised and maximised,
users and applications prioritised. For example, the Mobility client will
automatically move the user to the highest bandwidth, most cost-effective or
whichever network type has been prioritised, as and when it sees a new network
option - again transparent to the user.

» With a combination of NetMotion Mobility’s data compression and protocol
optimisation we saw up to a 500% improvement in performance when
downloading from and surfing the Internet.

» Using NetMotion Mobility Policy Management we were able to deny access to
certain applications depending, for example, on what the available
bandwidth/network conditions were.

» Using NAC we were able, for example, to deny a user access to the Internet if
their personal firewall was disabled.

> Initial testing versus Cisco and IPSec VPNs suggests that the NetMotion Mobility
XE technology is almost 300% faster than its legacy equivalents. Broadband-
Testing is following up this initial testing with a second report focused on Mobility
XE performance versus legacy/alternative solutions.

© Broadband-Testing 1995-2009 |
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INTRODUCTION: THE VALUE OF KEEPING CONNECTED

Performance isn't everything.

OK - so fast is better than slow and faster is better still. But, as with the tortoise and
hare fable, consistency gets you there quicker in the end than does sporadic huff and
puff. In other words, in much the same way that a 1970’s Toyota Corolla would often
cover 1,000 miles more quickly than an equivalent age Ferrari, because you didn’t have
to keep stopping for petrol, or the AA man, so always being connected to your
applications and data is often more valuable than high performance in batches with
nothing in between.

Such is the line of thinking behind the kind of always on connectedness that NetMotion
Wireless delivers with its Mobility XE software solution. In other words, whatever your
connection type - wired, WLAN, WWAN, mobile - your laptop/PDA/smartphone stays in
sight of your applications and data, maintaining a virtual connection even when no
physical connection is available.

Intriguingly, analysts still talk about the idea of ubiquitous enterprise mobility - for an
employee to be always connected wherever and whenever - as something that will
happen, not something that actually has. Take Forrester for example, an analyst group
that follows this space very closely. Last year Forrester released a report where it sees
the combination of public cellular and Wi-Fi technology as the harbinger of a new mobile
network that will be a combination of short-range unlicensed technologies operated by
their users and users IT staffs and carrier-based solutions for connectivity outside of the
enterprise.

While this much may be true, why do we need to wait for it to happen when we already
have vendors such as NetMotion Wireless offering this? But to state that this is a “going
to happen” event when the technology prevails, strikes a false note. To quote from a
Forrester report released last year: “While the widespread availability of solutions coming
from familiar vendors is at least five years off, understanding what makes up the
ubiquitous infrastructure and how to plan for the multi-network future is a must for
enterprises looking to realise returns on IT investments happening now and during the
next five years.” Clearly Forrester hadn’t spoken with NetMotion Wireless then!

So, in this report we examine what the NetMotion Wireless technology is, what it does
and whether it delivers what it promises. Read on...

2 © Broadband-Testing 1995-2009
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NETMOTION MOBILITY XE: A PRODUCT AND SERVICE
OVERVIEW

What Exactly Is Mobility XE? In A Nutshell...

Mobility XE is a software-based, mobile VPN that works within a standard network
infrastructure and is designed to be highly scalable and resilient. For the latter it supports
both active/active and active/passive redundancy.

There are two primary components - the Mobility server and the Mobility client.
Communication between the two is via RPCs (Remote Procedure Calls) and the IMP

(Internet Mobility Protocol) which runs on top of UDP (User Datagram Protocol).

The Mobility server manages wireless network connections for mobile devices and runs on

either Windows Server 2000 or Windows Server 2003. It acts as a transport-level proxy

for each mobile device running the Mobility client, maintaining the state of each client and
handling the session management required to maintain continuous connections to running
applications. When a mobile device becomes unreachable, suspends operation, or moves
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to a different network, the Mobility server maintains the connection to the client’s peer
applications by acknowledging receipt of data and queuing requests. The Mobility server
also manages network addresses for the mobile devices.

Figure 1 - Mobility Server Management Interface
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A Mobility client device is defined as a standard mobile device or off-the-shelf computer

running Windows 2000, Windows XP, Windows Vista or Windows Mobile. Each Mobility
client receives a virtual IP address on the wired network, typically obtained from DHCP
(Dynamic Host Configuration Protocol), or assigned from a range of addresses reserved
for this purpose on the Mobility server. Mobility also supports the ability to statically
assign a virtual IP address to an individual device or user.

Multiple Mobility servers can operate as a server pool with failover and load balancing
capabilities. The Mobility server also provides tools and metrics that a systems
administrator can use to configure and manage remote connections and troubleshoot

remote connections. A web-based interface allows system administrators to configure

Mobility XE settings and manage the server from another PC on the network.

How Does It Work?

The Mobility client software resides at the transport driver interface layer (TDI) on
supported Microsoft platforms and performs indirection and redirection of application
network calls. When an application wishes to use the network, the TDI calls are
intercepted, the parameters are marshalled, and the call is forwarded for execution on the

Mobility server. It works transparently with operating system features to allow client-side

application sessions to remain active when the device loses contact with the network.

Each Mobility client has a virtual IP address on the wired network, obtained from DHCP or
assigned from a range of addresses reserved for this purpose on the Mobility server. In
addition, static virtual IP addresses can be assigned to specific devices or users.

For each active client, the Mobility server relays data directed to the client’s virtual
address to its current, actual address (the point of presence - POP - address). While the
POP address of a Mobility client may change when the device moves from one coverage
area to another, the virtual address remains constant for the duration of the user session.

Mobility XE’s Remote Procedure Call (RPC) protocol and Internet Mobility Protocol (IMP)
form the technological backbone that connects the Mobility server to each mobile device.
A remote procedure call is a way of allowing a process on a local system to invoke a
procedure on a remote system. With Mobility XE, the client’s network calls are sent to the
server for remote execution. If Mobility operated at the Winsock layer these would be
calls such as open socket, bind, connect, send and receive. Because Mobility operates at
the TDI layer, the TDI equivalent of these calls is what is sent to the server for remote
execution.

4 © Broadband-Testing 1995-2009
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The application on the local system is not aware that the procedure call is executed on a

remote system. Mobility XE's RPC-style approach means that it allows the mobile device

to go out of range or suspend operation without losing active network sessions. Because
session maintenance does not depend on customizing or rewriting applications, off the
shelf applications will run without modification in the wireless environment. The RPC
protocol is encapsulated by the IMP) which is encapsulated in UDP. IMP compensates for
differences between wireline and less reliable networks by adjusting frame sizes and
protocol timing to reduce network traffic. This is important when bandwidth is limited,
there is high latency, or when battery life is a concern.

Mobility XE also strengthens data security by encrypting all traffic between the Mobility
server and clients, and allowing only authenticated devices to connect to the Mobility
server. When a Mobility client connects to a Mobility server for the first time, the server
registers the mobile device’s permanent identification (PID) number, a unique number
that the client will use for all subsequent connections. This registration occurs only on the
first connection and does not require any action by the user or administrator. The
identification number is stored in the client system registry and in the Mobility warehouse
(LDAP).

The Mobility server stores the PID based on the computer name. As long as the client
computer name does not change, the server can restore the PID to the client device even
if the client registry is lost. This may happen, for example, if the client device’s hard drive

is re-formatted in order to re-install the operating system. When the Mobility client is

re-installed and re-connects, the server then searches for a match on the device name. If

it finds a match, it will restore the same PID to the device.

When the Mobility client establishes a connection to the Mobility server, it requires the
user to authenticate. If authentication is successful, the server and client create the
secure VPN tunnel that will be used for the duration of the session. The mobile worker
can use his or her standard Windows logon credentials to authenticate to the network.
The Mobility server authenticates that user against the enterprise’s domain using NTLMv2
for native Microsoft authentication, RADIUS authentication, or RSA SecurlD
authentication.

For example, in a Microsoft deployment, a three-way handshake occurs between the

Mobility client and server:

© Broadband-Testing 1995-2009 5
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» The client sends a list of the supported authentication types. This packet includes
the NTLMv2BLOB.

» The server responds with an NTLMv2challenge.

» The client completes the authentication with the response to the challenge.

After authentication, the server and client exchange signed ECC (elliptic-curve

cryptography) public keys and related cryptographic materials to perform the

Diffie-Hellman key exchange. Symmetric keys are derived from the public keys; these are

not transmitted. This applies to all supported authentication methods.

A vital element of the Mobility software is the session persistence at the Application
Layer. Unlike IPsec VPNs or SSL VPNs, the Mobility XE VPN does not require a fixed local
address. The tunnel is maintained between the Mobility server, which is at a fixed

address, and the Mobility client, which can have an ever-changing POP address. By

mutual agreement, the client and server maintain the secure tunnel until one endpoint
issues a disconnect: this could happen when the user logs off, the administrator
quarantines the device, or due to a configurable link inactivity timeout.

The tunnel remains available and application sessions persist in any number of scenarios:

» Suspending operation on the mobile device and later resuming it.
» Moving to a different location on the network.

» Connecting a mobile device over slow, bandwidth-challenged, or high-latency

networks.
» Encountering interference from microwaves, stairwells, elevator shafts —
anything that interferes with radio signals.
» Changing network interfaces (for example, from a WLAN to a WWAN card).
» Moving across gaps in coverage.
The configurable timeout ensures that the resources on the Mobility server consumed by
inactive sessions are not consumed indefinitely. But, according to NetMotion, in test
scenarios, devices have been suspended in the middle of an application transaction,
awakened a week later, and the transaction resumed exactly where it left off.

6 © Broadband-Testing 1995-2009
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Here is why it is deemed that application persistence is so important. Network

applications are written to use application-level interfaces, such as Winsock (the Windows

sockets API). A single call to the application-level API may generate several outgoing or

incoming data packets at the transport (IP) layer. In existing mobile networks, if one of
these packets is lost, the state of the entire connection can become ambiguous and the
session may be dropped.

The IMP overcomes these issues. The protocol emulates wireline behaviour and handles
the reliable delivery of data while dealing with various scenarios, including connections
lost in the middle of a transmission and roaming. The logical session is maintained and
held open, even if the device becomes unreachable or is suspended.

From the standpoint of the application on the mobile device, the application simply waits
until it receives a response unless it maintains its own timeout. Mobility XE accomplishes
this whenever the server is unreachable, by setting the operation to a pending state. The
Winsock interface then returns the appropriate response to the application, whether it is
using blocking calls, asynchronous calls or overlapped I/0. The application encounters the

same responses and behaviour it would encounter on a wired network.

Mobility does not ‘test’ to see if a device is reachable before sending—it simply sends the
required data and looks for a return acknowledgement. If the return acknowledgement

isn't received, it will re-send for a number of tries, then back off, conclude the device is

unreachable, and re-send at a later time. The IMP state machine keeps track of packets

sent, those acknowledged, and those that need to be re-sent, preserving the integrity of

the entire session.

To determine whether an inactive mobile device is reachable, the Mobility system uses

keep-alives: the Mobility client periodically sends frames to the Mobility server. The

© Broadband-Testing 1995-2009 7
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frequency of these keep-alive frames is user-configurable and may be decreased to

reduce traffic on bandwidth-constrained networks. If the Mobility server fails to receive

expected keep-alive frames during the configured timeframe, it indicates that the device

is unreachable in the server’'s management console. Keep-alives are sent only in the

absence of application or other traffic.

So what if a device is unreachable? Mobility’s use of RPC preserves the state of
interrupted data transfers and holds pending data in queue. Mobility Preserves the VPN
Tunnel, Application & Data even when the client is unreachable. When the application
server is transmitting data to the Mobility client and the client becomes unreachable due
to a disruption in the network or the suspension of the device, Mobility’s flow control
algorithms notify the Mobility server’s RPC layer to stop accepting data from the
application server.

The Mobility server’s TCP buffers fill, resulting in the TCP window size adjusting to zero.
This, in turn, notifies the application server that data transmission should be paused until
the Mobility client is able to receive data. In this state, the Mobility server and application
server exchange TCP acknowledgements to keep the connection alive indefinitely or for a
length of time configured by an administrator.

When the client becomes reachable again, the RPC layer receives a flow control indication
notifying it that the data transfer may continue. The RPC layer then resumes taking data
from the TCP stack, causing the TCP connections receive buffers to empty. When buffer
space becomes available, the TCP stack sets the connections receive window to a

non-zero value indicating to the application server’s TCP stack that it is again ready to

receive data and the transfer continues.

And Roaming?

8 © Broadband-Testing 1995-2009
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Mobility uses DHCP to detect and facilitate “roaming”—when mobile devices move across
a subnet boundary or to a different network.

The user does not need to restart the system or close existing network connections to
obtain a new address. Mobility allows mobile devices to cross subnet boundaries without
losing their network connection or application sessions. To do this, the Mobility client
must be able to detect that it has moved to a new subnet and must be able to obtain a
new point of presence address from a DHCP server.

The Mobility client uses two methods to detect that it has moved to a new subnet. One
method is based on information from the network card driver, and is the preferred
method. The other method is based on DHCP beaconing, and involves periodic DHCP
discover/offer exchanges. Both methods of subnet roaming use DHCP services, at least in
part, to perform roaming. The Mobility client uses DHCP services to acquire its IP address
and other optional configuration parameters for the new network or subnet.

On a WWAN, the network infrastructure handles roaming; beaconing is not required.
Beaconing is automatically turned off if either of the following is true:

» The Mobility client is connecting over a dial-up (DUN) or PPP (Point-to-Point

Protocol) network adapter.

» The Mobility client’s network adapter acquires a static IP address and does not
need to change its IP address in order to roam in the wireless WAN (e.g., roaming
is enabled in the WWAN'’s underlying infrastructure).

Mobility provides a setting that modifies beaconing-based roaming detection in a super-

netted network. This is a network where two conditions exist:

» A single physical network supports two or more logical networks, and
» DHCP servers assign IP addresses to Mobility clients on more than one logical
network

If both of these conditions apply and if the network environment cannot be readily
modified to simplify IP address allocation to Mobility clients, enabling super-netted

roaming on the Mobility server will improve performance of beaconing-based roaming by

preventing frequent attempts to roam when it is not necessary.

© Broadband-Testing 1995-2009 9
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A Mobility client can maintain a connection and application sessions when moving
between different network media. If network interface cards for different types of network
connections have been installed and properly configured on the mobile device, Mobility XE
provides application persistence as the client moves between a LAN, a wireless LAN, and

a wireless WAN, or any other type of IP-based network. No additional configuration is

required on the Mobility client or server.
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Figure 2 - Mobility Client Software

The operating system and network hardware on the mobile device determine how much
user intervention is required for Internetwork Roaming. A Mobility client with multiple
active network interfaces may be able to switch from one interface to another
automatically. For example, if a client device with both WLAN and WWAN cards goes out
of range of any wireless LAN access point, communications may automatically transition
to the WWAN medium.

On a client device with multiple network interface cards simultaneously active, Mobility XE
uses whatever interface the operating system is using. The operating system'’s interface
selection may depend on the order in which the interfaces become active, and may not
always result in the use of the “best” interface. The Mobility server modifies the metric for
a defined route in the client operating system based on the speed of the network
interface, so the mobile device uses the available interface with the greatest bandwidth.

If the Roaming—Use Fastest Interface option is disabled, the mobile user may have to
manually stop and start interface cards, depending on the operating system.
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Sometimes, network connections are available via two interfaces, but the Mobility Server
can be reached only via one of these networks. Mobility XE’s Client Network Failover
allows the client to connect even when the preferred interface is available, but cannot
connect to a Mobility Server.

© Broadband-Testing 1995-2009 11
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NETMOTION MOBILITY XE: PUT TO THE TEST

Roaming

For the roaming testing we carried out two lots of testing; in the LAN environment and in
the mobile world. We switched between wired LAN and WLAN, as well as between
different WLANs with different bandwidth/power settings, as well as between mobile
cellular operators with no issues.

The screenshot below shows how we maintained connectivity switching between networks
as we disabled then enabled various combinations; a single response took longer than
standard but the connection remained intact at the protocol and application layers.
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Figure 3 - Switching Between Networks

We also confirmed mobile data operation with online Internet browsing maintained when
switching to a mobile data source.
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Data Compression

With Mobility XE it is possible to customise compression functionality and determine when
it should be turned on, and whether it should be enabled globally (for all users and
devices), for a mobile device class, a specific device, or an individual user. Or you can
configure Mobility to automatically switch compression on or off, based on the current

interface speed. This means users can roam between high-bandwidth 802.11b LANs and

lower-bandwidth GPRS networks and automatically get the best performance possible.

How Does It Work?

Mobility XE employs the standard algorithms outlined in RFC 1951 (LZ77 Deflate/Inflate).
Only the application payload of each frame is compressed — the transport headers are
not modified. This allows Mobility to operate through any policy enforcement equipment,
such as firewalls and network address translators (NATs). It is applied to all

application-level data that traverses the Mobility tunnel. No modification or re-

configuration of the application is necessary to take advantage of this functionality.
As Tested

On a WLAN with 1Mbps Uplink/4Mbps Downlink ADSL Internet access we accessed a text
file on the performance.toast.net website, and downloaded (using Yahoo as the host) the
file — 341KB - loaded in 4.454 seconds. With compression then enabled and the local
cache flushed, we repeated the download and saw a total download time of 1.906
seconds and an effective reduced file size of course.
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File Download

No Compression With Compression

Figure 5 - Data Compression Test
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Web Acceleration

To speed up web browsing on slow networks, Mobility gives you the option of
compressing images. The level of compression is configurable, and you don’t have to
sacrifice Mobility XE’s mobile VPN security. When enabled, all HTTP traffic on the
designated ports will have the images compressed at the configured level.

How Does It Work?
Web acceleration is available in two different places:

Policy Management module: Using policies you can selectively turn web acceleration
off and on, change the level of compression, or change the HTTP ports, based on the
current network characteristics, on a specific application, or any of the other available
conditions.

Client Settings: Web acceleration is available in the core product without additional
licensing.

As Tested

We used the performance.toast.net website again and downloaded a JPEG graphic of the US air force
Blue Angels (4.39MB) while connected to the WLAN with a very weak signal (1Mbps). The initial
download took 129.49 seconds. With web acceleration then enabled we repeated the download and
download time was reduced to 44.64 seconds — a 300% improvement approximately.

JPEG Acceleration

No Acceleration With Acceleration

Figure 6 - JPEG Acceleration Test

We then combined compression and acceleration with a combined text/graphics download on the same
WLAN link. With both compression and acceleration disabled, the download time was 29.3 seconds.
With both enabled, this download time was reduced to 5.45 seconds — almost a 600% acceleration.
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Comp + Acceleration

No Optimisation Comp + Acceleration

Figure 7 - Compression + Acceleration Test

Policy Management

The Mobility server maintains user policies and pushes them out to the Mobility clients in
the field where they are enforced. Policy documents are stored in the Mobility warehouse.
All Mobility servers in a server pool share a common set of policies. Mobility policies are
pushed to the mobile device when it connects. These policies can be defined to be specific

to the device or the user. Policy updates or modifications are applied in real-time after the

administrator publishes them for distribution.
How Does It Work?

For storing, retrieving, and validating rules between client and server, Mobility uses an

XML-based rules language. A policy document contains an XML definition of the policy, as

an ordered list of rules referenced from the rules documents (a rule or set of rules that

control client network behaviour). The Mobility server parses the verbose server-side XML

into usable code objects, and validates rules against an XSD (XML schema definition)
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when saving or opening the generated document. When rules are created and saved, it

performs an XSL transformation from verbose server-side XML to the client-side

format, creating a resource-efficient policy document containing only the information

needed by each client.

The policies allow extremely flexible and fine-grained control over user and device access

to network resources. While the rules are enforced at the device level, the

human-readable rule sets are maintained at the Mobility server. The basic Policy

Management actions that have an impact on connections are: allow, block, disconnect,
and pass-through. Mobility enforces these actions at the client. When an application
attempts to send over the network, the Mobility client checks the policy list for the
application, port, destination address and other parameters to see if action should be
taken. The descriptions, below, assume that actions described are the base action for the
policy.

Behaviour may change if the action is invoked after a session has been activated.

Policy Management makes granular management of wireless bandwidth, security, and
mobile productivity — even over networks the administrator neither owns nor controls —
straightforward and achievable.

As Tested

We tested the software by creating a rule that blocked access to Mozilla Firefox and
Skype at connection speeds below Fast Ethernet. We first connected the client via a wired
Gigabit connection and access to all applications was allowed. We then disabled the wired
connection, forcing the client to a wireless (802.11g) connection. While all connectivity
with the Internet was maintained, we then found we could not load Skype or Firefox on
that client, so the rule we created worked perfectly.
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Policy Management - Rules

e B Dt B | E dlit rule > Conditions(s) [ SBrule ]

Which condition(s) do you want to check?

Select the condition(s):

Addrasses
™ wWwhen the local address is address
™ when the WINS server address is address

™ wWhen the DNS server address is address (Windows Vista and %P only)
Interface

™ wWhen the interface name contains keyword

W When the interface speed is less than speed Kbops

™ wWhen the DNS suffix containg keyword (Windows Vista and %P only)

™ When the connection name containg keyword (Windows Vista and XP only)
Registry Key/Value

™ when the Registry value is
External Key/Value

[T wWhen the External Condition is
Network Accass Control iNACY Status

Edit the Rule Description (click an underlined value):

Apply this rule
when the interface speed is less than 24000 Khps
B block network traffic for applicationis)
Skype Exe
and all addressies)/portis)
with pptions else
continue to the next rule

Figure 8 - Policy Rule Example

Similarly, QoS can be applied via Policy Management to provide fixed amounts of
bandwidth for specific applications.

QoS

Mobility XE implements sophisticated Quality of Service (QoS) via Policy Management and
integrates with DSCP [Differentiated Services Code Point]. This support can be crucial to

maintaining productivity as workers move from high-speed, high-bandwidth networks, to

lower capacity, high latency networks. For example, while connected to the LAN via
Ethernet, performance may be just fine for the mission critical enterprise application,
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running alongside e-mail, web browsing, and other applications. But on a WWAN,

administrators want to prioritise use of the narrower bandwidth, and make sure that a

web browser and e-mail client do not use capacity needed by the enterprise application.

Other VPNs may allow administrators to shut off non-essential applications.

Mobility XE allows administrators to specify QoS parameters which are applied between
the Mobility client and server, and additionally put DSCP settings which can be used as
network traffic moves beyond the Mobility Server. In particular, Mobility XE allows for
different settings based on the network and its characteristics — there can be one set of
QoS rules applied to an ADSL network, another to mobile data, etc. This allows an
enterprise application to always have the appropriate share of network resources, but

other, non-critical applications to use whatever bandwidth is available once the enterprise

application has used what it needs or is assigned.

Network Access Control (NAC)

The NAC module gathers information on antivirus, antispyware, firewall software,
Windows updates and registry, installed files, and processes running on the mobile
device. NAC security checks enforced by the Mobility server use this information to assess
the health of the Mobility client. For clients that fail a security check, NAC rules provide
users with the information they need to bring the client device into compliance.

How Does It Work?

The NAC module is centrally managed using the Mobility Console. The network
administrator creates a “rule“ that can check multiple device attributes. Groups of rules,
known as a “rule set“ are combined to create NAC policies suited to the organization’s
needs.

Using a ‘NAC wizard,’ rules or rule sets are established to enforce security policies
globally, to workgroups, by class of device, or to individual users and devices. NAC
updates are automatically sent to all subscribed users and devices. The NAC rule set is
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evaluated by the Mobility XE client software at start-up, and also re-evaluated every five

minutes (this interval is configurable). If a client device fails a NAC policy check, based on
severity or corporate policy, the administrator has a number of options for responding
and remediating. If the infraction is not serious, they can configure a failure message that
explains what the user must do in order to bring their mobile device into compliance. For
serious security infractions, the mobile device can be disconnected from the corporate
network or quarantined entirely.

Network Access Control - Rule Sets Help

Sava | Cancel

Rules are evaluated in order. The first rule that fails stops the processing and the failure action for the rule is executed.

NAC Rules : Failure Action:

Mew

Ad
Wizard
Edit

Rl

Remove

&l
B

Rule Details (for rule selected above):

Name: Example - Firewall by Brand Operating System: Windows XP =
Failure Action: YWarn Failure Message: Microsoft Firewall is either nat installed or not running. Please turn on Firewall and re-connect

firewall - brand contains Microsoft AND

firewall - installed true AND

firewall - running true

HAC Success Message: IAH MAC rule checks succeeded.
™ Display message in a balloon on the client when all the rules in this NAC Rule Set succeed

Figure 9 - NAC Rule Creation

By using the integrated Policy Management module in tandem with the NAC module, an
IT administrator can also require that Mobility clients automatically download and install
software updates, operating system patches, Mobility XE updates, etc., in order for the
device to be considered “healthy” and thus capable of connecting to the corporate
network.

Network administrators define rules that are evaluated on each client device with
enforcement occurring at the Mobility server. Administrators also determine the severity
of enforcement, from warnings, to remediation (using the Policy Management module), to
a disconnect or quarantine.

Allow: The Mobility client device complies with NAC policy. Inbound and outbound
network traffic allowed via the Mobility VPN through the Mobility server.

Warn: The client does not comply with one or more checks in a rule that causes the
Mobility client to display a warning.
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Remediate: The client does not comply with one or more checks in a rule that requires
remediation. The action required to bring the client into compliance is determined by the
system administrator.

Disconnect: The client does not comply with one or more checks in a rule that causes
the device to be disconnected.

Quarantine: The client does not comply with one or more checks in a rule that causes
the device to be quarantined. The system administrator must clear this state before the
device can connect.

The Mobility server also collects a number of different details from the active device’s
session:

Refresh I

Session temn Walue

Device Mame MEVYACER

ser Mame THECIRCUSwsbroadhead

Status Connected

Device Description

Device Class MEw

Dewvice D 01C922290039AA3A0004 75A0AGZFO02
SErvEr SErEr

Yirtual Address 192 .168.1.10

POP Address 192.168.1.9:52700

Interface Broadcarm MetLink (Thi) Gigabit Ethernet
Interface Speed 100 Mbps

Bytes Sent 246,812

Bytes Received 4211 727

Registered time (LITC) 2008-09-29 13:46:46

Connection established 2008-09-29 13:46:54

Total connect tirme Od 0D2:22:59

Client wersion 0.00 54422

Client operating system ¥B6 running Windows Yista version 6.0 Build 6001 Service Pack 1
Client docking ndocked

Power source External

Battery 100%

Metwork Access Control Level r/a

Metwork Access Control Description M3

Figure 10 - Client Session Details

Upon initial connection, the Mobility client sends the session details to the Mobility server,
which populates the information on the session details page of the Mobility Console (for
each connected device).

Once the state of the connection is recorded on the details page, the information is
updated when the information changes or on a periodic basis. For example, the POP
address details will only change on a roam event. When the mobile device acquires a new
POP address, the Mobility client will inform the Mobility server of the new session detail—
no other details will be sent if they have not changed. Information that requires more
frequent updating, such as the state of battery life on a device, is updated based on a
configurable timer.
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Because the Mobility server proxies the application traffic on behalf of each Mobility client,
the bytes transmitted per application (process) can be derived from the Mobility server
without having to burden the client or the network with transmitting this information.

As Tested

We put it to the test by creating a rule that checked for a firewall to be enabled on a
client before it would provide a connection. We then disabled the firewall on the test
client and attempted to make the connection. It failed. We then enabled the firewall and
tried to connect again. This time it allowed the connection.

i) NetMotion Mobility E'

Microsoft Firewall is either nok installed or nok running. Please
kurn on Firewall and re-connect

—
L« WP MY 1859

Figure 11 - Firewall Disabled NAC Example

By using the Policy Management module in tandem with the NAC module, an IT
administrator can also require that Mobility clients automatically download and install
software updates, operating system patches, Mobility XE updates, etc., in order for the
device to be considered “healthy” and so capable of connecting to the corporate network.

NetMotion Mobility XE Vs a Cisco and IPSec VPN Client

As the initial part of validating a series of tests with NetMotion Wireless versus
legacy/alternative technologies, we compared Mobility XE performance against a Cisco
VPN client (legacy client) and and IPSec client, BT's iNet.
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Figure 12 - Legacy VPN throughput compared to Mobility XE

Comparative throughput tests were performed to measure the effectiveness of NetMotion
Mobility XE as compared to a Legacy VPN client, and to BT iNet, striving to keep
environmental variables equitable. Using three different file sizes we found significant
performance improvements using the Mobility XE solution on both GPRS and 3G
networks.

On average, the NetMotion solution was almost 300% more effective. The Legacy VPN
required 284% more cellular traffic (2.8 times as much) and BT iNet 270% more traffic to
transmit the same files when compared to NetMotion Mobility XE. It is also important to
note that, in some tests, the Cisco VPN could not complete the test transfer, despite
repeated attempts (up to 12 repeat tries) since it simply could not sustain the connection.

Note: In our next report on Mobility XE we will be carrying out further tests to
validate performance against legacy/alternative solutions.

SUMMARY & CONCLUSIONS

With Mobility XE we set out to prove the benefits of having continuous connectivity at the
application layer, regardless of the data network connection.

Running over Wired, WLAN and mobile data, we showed that the NetMotion solution
allows a computer or PDA/smartphone user to maximise their work opportunity by
making use of any available data network connection. While complex beneath, on the
surface - to the end user - the Mobility XE service is completely transparent, yet NAC and
Policy Management options enable users to be controlled to a very finite degree. Using
these tools, all traffic and data conditions can be optimised and maximised, users and
applications prioritised. For example, the Mobility client will automatically move the user
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to the highest bandwidth, most cost-effective or whichever network type has been
prioritised, as and when it sees a new network option — again transparent to the user.

With a combination of NetMotion Mobility data compression and acceleration technologies
we saw up to a 500% improvement in performance when downloading from and surfing
the Internet. Using Policy Management we were able to deny access to certain
applications depending, for example, on what the available bandwidth/network conditions
were. Using NAC we were able, for example, to deny a user access to the Internet if their
personal firewall was disabled.

Early testing against legacy alternatives suggests that Mobility XE is three times more
efficient on both GPRS and 3G networks. More test data will follow in our, soon to be
released, second report on the NetMotion product.

Overall then, NetMotion Mobility XE fully met our expectations of optimizing and
controlling user activity on LAN, WAN and Internet, across all network media types. Given
the ease with which we were able to both increase performance and enforce user and
application control, while ensuring the user stayed connected at all possible times to their
applications and services, it is easy to believe the NetMotion claims that ROI can be
achieved in a matter of weeks.
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